
February 25,2011
Via ECFS Transmission

Marlene H. Dortch, Commission Secretary
Office of the Secretary
Federal Communications Commission
445 Ii" Street, SW, Suite TW-A325
Washington, D.C. 20554

RE: EB Docket No. 06-36
2010 CPNI Certification for Entelegent Solutions, Inc.

Dear Ms. Dortch:

In accordance with Federal Communications Commission's Enforcement Advisory No. 2011-02, DA 11-159, EB
Docket No. 06-36, released January 28,2011 and pursuant to 47 C.F.R. § 64.2009(e), Entelegent Solutions, Inc.
hereby files its Certification ofCustomer Proprietary Network infonnation (CPNI) and its supporting Statement for the
year 2010. Please include this Certification in EB Docket No. 06-36.

Please contact me at 407-740-3006 or croesel@tminc.com if you have any questions about this filing.

Sincerely,

Carey Roesel
Consultant to Entelegent Solutions, Inc.

CRigs
Enclosure

cc: Best Copy and Printing (FCC@BCPlWEJ3.COM)
Mike Ruziska - Entelegent

file: Entelegent - FCC CPNI
tms: FCCxllOl

2600 Maitland Center Parkway, Suite 300 - Maitland, FL 32751
P.O. Drawer 200 - Winter Park, FL 32790-0200 - Telephone: (407) 740 - 8575 - Facsimile: (407) 740 - 0613

www.tminc.com



ANNIJAL 47 C.Il.It § 64.2009(e) OIi'li'ICER'S CERTIFICATION Oli'
CUSTOM1~H PROPRIE'I'ARY NE'rWORK INFORMATION (CPNI) COMPLIANCE

J~BDocket 06·36

Annual 64.2009(e) CPNJ Certification for 201 J:

Date filed

Name ()fcOll1pany(s) c()Vered by this certification:

Form 499 Filer ID:

Name of signatory:

Ti tie of signatory:

Covering calendar year 20 I0

February 23, 2011

Entelegent Solutions, Inc.

827572

MichaelRuziska

Director of Business Operations

I. I, Michael Ruziska, certify thaLI ani an off1cer of the company named above, and acting
as all agent of the con)jJauy, thltt I have personal knowledge that !lIe COlnpany has
established operating pl'Oceduresthat are adequate to ensure cOlup!im1Ce with the
Comltl ission's CPNJ l·oles. See 47C.F.R, §64.2001 el seq,

Attnched to thiscertmcatiQll is a.n accolllpanyirtg statelnent explaining how tbe
compnny's procedl1l'es ensure that the company is in compliance with the reql1imments
(illcJoding those mandating the aclopt i011 of CPNI pl'ocedmes, training, recordkeeping,
andsupel'visory review) set forth in §64:2001el seq. of the COl11111ission's rules..

3. The company has not token actions (i.e., proceedings instituted or petitions med by a
company at either state commissions, the comt system, or against data
brokers) against data brokers in the past year.

4. The company hos received customer complaints in the past year conccrning the
ullauthorized release of CPNI.

S. The cotnpmty J'epteseI1ts and wan'ants that the above certification iSCOllsistent with 47
C.F.R. §I.17 w!rich requires tmthfuland.accurate stateilleltts to the Commission. The
cOll1lmny also acknowledges that falsestatenlents and misrepresentations to the
Comntissionar-e punishable under Title 18 of the U.S. Code Mtd may subject it to
en forcelnent action.

]3us1l1ess Operations

Attaclmlel1ts: Accompanying Statement explaining ePNI procedures



Attachment A
Statement of CllNI Proccdm'es and COlllpltallce



Statement of CPNI Procedures and COInpl iance

USE OI~ CPNI
Entelegent Solutions, Inc., ("Entelegel1t") does not use 01' permit access to CPNI to market
any telecommunications 01' non-teleconllmmicatlons services, Entelegent has trained its
personnel not to use ePNI for marketing purposes, Should Entelegent elect to use CPNI
in future marketing efforts, it \vil1 follow the applIcable rules set fOrth in 47 CFR Subpart
U, in¢luding, if necessary, the institution of operational procedures to ensure that
notificatioll is pl'Ovided and custOll1er approval is obtailled befol'e UPNI is used 01'
disclosed,

PROTIl:CTION OF CPNI
Entelegent has put into place processes to safeguard its customers' CPNl/cal1 detail
informati()J) ft'omi.rtiprQper usc or clls¢losure by employees; and to discover and protect
against attempts by third parties to gain mHtlJthorizecl access to customer CPNI. Should a
cust0l11er call in requesting hlformation Who is not the recognized andauthorizecl contact
on the account, Elltelegent requires the request to be in writing and transmitted via fax,
Once received, it is detcrmillecl lIthe fax belongs to the customer, and the company will
call thecust011lel' back at the number of record with the.n~questeclinfol'tm\tiol1.

Although it has never occurred, Entelegent will maintain a record of all instances where
CPNI waS disclosed or provided to third parties,. 01' where third parties Where allowed

tbUPNt

DISCLOSURE OF CALL DETAIL OVER PHONE
Cmnpmly does not disclose CPNI over the telephone in response to a customer··initiated
telephone iliquiry, unless the customer can provide the call detail information that the
sllbjebloftl1e inquiry without the assistance of a customer service represel1tative. If
elects to do so in the future, It will follow the applicable rules set forth in 47 CFRSnbpm·t
U, including the implementation of authentication procedlll'es that do not require the use
of readily available biographical infol'lnation or account information and customer
notif1cation of account changes,

Company has pqt illto place pl'OCec!tlrcs to notify customers whenever an online account
or address of record is created or changed without revealing the changed information or
sCllding the notificatioI1 to theIH?;\v account information. This notificatioll is 111ade via
telephone call to thc custonier's IllHnbel' of l'ecot'd,



DISCLOSURI~ OF CPNI ONLINE
Entelegent has instituted authentication procedures to safeguard the disclosure of CPNI
on-line, Entelegent's authentication procedures do not require the lise of readily available
biographical information or account infol'tl1atioll as defIned by the FCC. Customers
wishing to have online access to billing infol'lnatiol1 are required to establish a password
ancl security question, without the use of readily available biographical information or
account infonnation, at the titneof account set up. Unless the appropriate password is
provided, Entelegent does not allow on.. lineaccess to CPNI.

Entelegent has established back-up authenticatiolll)I'Ocedtu'cs for lost or stolen passwords
that do not prompt the customer for readily availablebiographicaJ blfol'm~ltioI1 or account
information. If the secudty question is answerecl correetly, a new password ean be
established. If this fails, Entelegent will call the customer back at the nurnber of record
before providing a password t'eset.

DISCLOSlJRE OF CPNI AT RE'I'AILLOCATlONS
Eutelegent does not disclose CPNIat any retail locations.

NOTIFICATION '1'0 LAWENFORCI~MENT
Company has ill. pl(lce procecllu'cs to IIOtify law enforcement in the event of a breach of
customers' CPNI and to ensure that customers are not notif1ed of the breach before the
time period set forth in the FCG's rules, oj', if applicable, \vben soauthol'ized by law
enforcement.

Although it has never occurred, Entelegent will maintain records of all breaches
discovered and notifications made to the LJSSS and the FBI, and to cllstomers.

ACTIONS AGAINST DATA HROKIGnS
Company has not taken any actions against data brokers in the last year.

CUSTOMER COMPLAINTS ABOUT CI>Nl BREACHES
Company did not receive any customer complaints about the unauthorizcd release of
CPNI or the unauthorized disclosure of CPNI in calendar year 20 10.

INFORMATION ABOUT PRETEXTERS
Company has not developed any information with respect to the<pr'Ocesses pretexters are
lIsing to attempt to access CPNI but does take steps to diligently protect CPNI.


